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1 Introduction

This document details the SHARCS website which is one of the objectives of Task WP1 of the
project. The SHARCS website is publicly available at http://www.sharcs-project.eu. The
website will be the main channel through which the general public will gain access to
SHARCS results, publications, news and new tools developed in the context of this project. It
will fulfill three different roles:

e |t will deliver the general information about the project: participants, objectives,
status reports and acknowledge EC contribution.

e It will deliver end-user-oriented output in a friendly, helpful and effective way. The
website, along with various means of spreading information on the web, will be the
main channel through which the general public will gain access to SHARCS results.

e Finally, the website will be a complete repository of all the information the project
has delivered (e.g., software, public deliverables and demonstrators).

For better dissemination of the information, we took advantage of social media such as
Twitter and Facebook, as a way to aggregate and reach out to our constituency.

1.1 Document Outline

In the following Chapters, we will describe the SHARCS website as it was at the time of
delivery of this document. In Chapter 2 we initially present the content and features of the
SHARCS website and then in Chapter 3 we describe how the website can be updated using a
web browser. Next, in Chapter 4 we describe the tools used to create the website and why
we chose them. We also briefly present the principles that the site is based on and the web
standards that the SHARCS website adheres to. In Chapter 5 we present the hardware and
network infrastructure we use to run the site. In the next chapter (Chapter 6) we describe
our presence on social media. Finally, in Chapter 7 we summarize the website setup and
outline possible future additions and enhancements. These are content and features that
are can be added at any time through the course of the project to help the website to better
serve its purpose.
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2 Website Layout

In this section we will briefly present the current layout of the SHARCS website. At this point
of time, the main goal of the website is to provide information on the project and its goals
and to enable interested parties to get in touch with the project. Of course, the website will
be a work-in-progress throughout the duration of the project.

2.1 Home Section

The primary goal of the Home section is to provide a quick overview of the SHARCS project.
We can see that Home section (Figure 1) uses a two-column layout. The larger left part is
used to provide the overview of the project. The right part of the layout is used to show the
latest SHARCS news. The displayed news are obtained real-time from the SHARCS Twitter
feed.

Secure Hardware-Software Architectures for Robust Computing Systems

D Partners Publications Presentations Events News Related Projects Contact us Private

Security-by-design for end-to-end security Follow us on Twitter

Developing new security paradigms, architectures, and software, for more secure and trustworthy ICT systems and
services has clear social, scientific, and market motivation. This motivation is becoming stronger due to the changing
threat landscape; over the past decade we are witnessing an ever-increasing amount of cyberattacks on the Internet. -
We believe that to advance the field of cybersecurity, we must act proactively and in synergy, instead of being reactive <aheeg SHARCS @sharcs_project 3 Feb

' ' AN Hello Twitter! Visit us at sharcs-project.eu
to cyberattacks. #firstTweet #sharcsproject

Tweets ¥ Follow

Expand

SHARCS aims at designing, building and demonstrating secure-by-design system architectures that achieve
end-to-end security for their users. SHARCS will achieve this by systematially analyzing and extending, as necessary,
every hardware and software layer in a computing system. The new technologies developed will be directly utilizable
by applications and services that require end-to-end security.

Load More

Tweet to @sharcs_project

[£1G] + [<Tg5U

G+1 | +2 Recommend this an Google
w Manolis Stamatogiannakis and 15 others like this.

© 2015 SHARCS Project
Project Leader: Setiris loannidis [FORTH)

This project is supported by the European Commission under the Horizon 2020 Program {2014-2020) with Grant agreement no: 644571

Figure 1 Homepage
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2.2 Partners Section

A short profile for each project partners is provided through the Partners section (Figure 2)
of the website. All the official partners’ logos have been included in this page for the visitor
to have a clear view of the SHARCS consortium.

Secure Hardware-Software Architectures for Robust Computing Systems

Home m Publications Presentstions Events Mews Related Projects Contactus Private

The SHARCS consortium

(“FORTH

The Foundation for Research and Technology - Helles [FORTH), established in 15583, is the largest Gresk State R&D Centre. FORTH hosts six major Research Institutes. The
Institute of Computer Science {IC5) has estzblished an internationally acknowledged excellence in conducting basic and applied research, developing applications end products, and
providing services. FORTH, besides its pioneering contributions in the sactor of Information and Telecommunications Technologies in Greece, cooperates, in the context of
European and international collsborative RE&D programmes, with universities, research centres and other organizations at national and international level, thus contributing to the
exchange of scientific ideas and the crestion and transfer of new technologies. The research directions &t |CS take into consideration the state of the art, international trends,
resaarch and technological challenges worldwide, as well as the national needs of the public and private sectors. FORTH represents Greece in the European Research Consortium
for Infarmatics and Mathematics (ERCIMI, an organization dedicated to the advancement of European research and development in the sress of information technology end applied
mathematics.

b

vrijie Universiteit
The Virije Universiteit Ameterdam (WVUA) establizhed in 1830, is 2 private University bocated in the southern part of Amsterdam, The Metherlands. It has over 15,000 students

studying in 12 faculties. The Computer Science Department is in the Faculty of Sciences and its staff consists of about &0 researchersand counts more than 40 Ph.D. students. The
department has participated in many EU projects inthe past.

Chalmers University of Technology ICTH) is among the top technical universities in Sweden. It was founded in 1827 following a donation by Willizm Chalmers, directaor of the
Swedish East India Comparmy, nd was transformed into an independent foundation in 1994, Chalmers’ snnual turnover is 2,305 million SEK (appr. 250 million EUR), out of which
G5% are relatedtu research. Around 705 of the resesrch funding is acquired in mmpe‘tl ion from external sources. More than 14,000 people, including over 12 000 students, work

e B T e B R AT S L .t _EE P, 50 e o el o B R b PMR o o F b e T e oo d £ PR

Figure 2 Partners Section

2.3 Publications Section

The Publications section is intended to make available to the public the documents
published by SHARCS. As the list of published documents will expand both in length (i.e.
more conference papers) and in diversity (i.e. inclusion of deliverables) it is expected that
more pages will soon be added to this section. In its current state, the title of each paper is
added to the page as soon as its acceptance notification is received. The full text of the
paper or a link to the paper on the publisher website is added at the same time or shortly
after.
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2.4 Presentations Section

This section details the talks, seminars and presentations made by the consortium to
promote the project.

2.5 Events Section

This section will provide information about all public events, workshops and summer-schools
organized by SHARCS. It is expected that the visitor will be also able to see there photo
galleries related to these events.

2.6 News Section

The News section will work as complementary to the existing Twitter-based SysSec news
feed. The latter is better suited for pushing short announcements rather than verbose posts.

2.7 Related Projects Section

In this section (Figure 3) we provide a short description of other projects related to the
topics of the SHARCS project. For each one of these projects we also provide links to their
official webpages.

NECOMA>"

NECDMA: Nippon-European Cyberdefense-Oriented Multilayer threat Analysiz.

MECOMA addresses the aspect of data collection, |everaging past and current work on the topic with the goal to expand these existing mechanisms and orient them towards threat

data analysis.

Second, it addresses threat data analysiz not only from the perspective of understanding attackers and vulnerabilities, but also from the point of view of the target and victim,
needing to protect itself in real-time and in the most efficient manner possible; this will be achieved through the development of metrics that allow to measure the impact of attacks

on the protected infrastructure or endpaoint.

Third, it aims to develop and demonsirate new cyberdefense mechanisms that leverage these metrics for deployment and evaluation.

These thres aspects will be analyzed both from an infrastructure perspective (networks and large computing infrastructures) and endpoints (smartphones and browsers). The

results of the MECOMA project will be showcased in demonstrators that will highlight the innovations of the project and prepare exploitation.

SeChe

SysSec: Managing Threats and Vulnerabilities in the Future Internet

SysSec proposes to create 2 Network of Excellence in the field of Systems Security for Eurcpe to play a leading rele in changing the rules of the game. Capitalizing on the results of

the recent FORWARD initistive and building on strong synergies with Industry and Policy makers, SysSec will work towards:

# creating a virtual center of excellence, to consclidate the Systems Security research community in Europe
= promoting cybersecurity education
* cngaging a think-tank in discovering the threats and vulnerabilities of the Current and Future Internet,

Figure 3 Related Projects Section

2.8 Contact Us Section

The Contact page (Figure 4) contains a contact form allowing visitors to contact project
consortium and submit comments, questions, or suggestions. The email address of the
visitor is required in order to send feedback. We opted for a contact form, instead of
publishing a contact email address, in order to avoid having our email address harvested and
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spammed through the course of the project. As an additional anti-spam measure, the form is
protected by a CAPTCHA.

Please fill the following form to send us your comments, questions or suggestions.

Your email address:
Subject:

Enter your message below:

Please enter the two words on the image separated by a space:

[v"' e Privacy & Terms

Figure 4 Contact Us

2.9 Private Area

During the writing of the project proposal, the consortium collaborated using the Subversion
version control system. Subversion (SVN) proved very convenient for making concurrent
edits to consortium shared files. Additionally, many partners already had login credentials
for the shared SVN repository. For these reasons and in order to avoid fragmentation it was
decided to stick with the exclusive use of the SHARCS SVN repository as a collaboration
platform.

However, because a Subversion client may not always be available, it was decided to
integrate access to the repository in the SHARCS website. The Private Area of the website is
the web front-end to SVN repository.
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3 Updating the website

The contents of the SHARCS website can be easily updated using a web browser. This feature
is provided by the CMS we use (see Section 5.1). After successful authentication, the website
editor is presented with the Site Administration Panel shown in Figure 5. Through this panel
all of the website’s modules can be configured.

Site administration

Groups g Add # Change
Users gpadd o Change
Pages gk Add & Change
Entries g Add o Change
Thumbnail options g Add # Change
Folders # Change
Analytics g Add o Change
Album uploads & Add

Albums gpadd o Change
Images gpadd o Change
Itty Bitty URLs dhadd ¢ Change
Sites 4k Add Change

Figure 5 Site administration panel. Highlighted is the section of the CMS module, which is used to edit content.

The contents of the site are updated through the CMS module which appears highlighted.
Following the Pages link, the page hierarchy panel (shown in Figure 6) is displayed. The panel
allows the website editor to restructure the website layout by using drag & drop on the
items. Additionally with a single-click the editor may hide a page from the navigation menu
or take it offline.

Django administration Welcome, sharcs. Documentation / Change passwerd / Log out

Home > Cms > Pages

Select page to change [ Addpage | +]

Q, Search Filter: off L4

title actions  in navigation published start restricted last changes changed by
Home EN & 7 vl 2015-01-28 sharcs
Partners EN & [ o % ] 7 2015-01-30 sharcs
Publications EN ¢ [ & % 7 7 2015-02-03 shares
Presentations EN | [0 & % v V| 2015-02-03 sharcs
Events EN & | [ & % ] 7 2015-02-03 sharcs
Mews EN # [0 & % 7 7 2015-02-05 shares
Related Projects EN #| 3 & % i v 2015-02-05 sharcs
Contact us EN ¢ [0 % % v 7 2015-02-20 sharcs
Private EN | [0 & % 7 7 2015-02-20 sharcs

Figure 6 Page hierarchy panel. The pages can be rearranged by dragging them and dropping them on their new location
in the hierarchy tree.
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While it is possible to edit the content of a page through the admin interface we presented,
it is usually more convenient to update it through the front-end editor of Django-CMS. The
front-end editor feature is automatically enabled when visiting the website after having
logged in the administrative interface. When it is enabled, a toolbar appears on the top of
the page which enables the user to go into edit mode.

The actual content of the page is encapsulated in Content Plugins. Content Plugins
produce HTML output which is placed in designated locations in the template called
placeholders. Obviously, the most commonly used plugin is the Text Plugin which is used to
edit and then display html formatted text. However more specialized plugins exist for
interfacing with specific data sources (e.g. Twitter).

The built-in editor used for editing the page text offers many of the formatting
options found in a full-blown word processor. The formatting options supported by default
have been chosen to encourage semantic-based html formatting. l.e. the editor marks-up
the contents according to their semantics on the page and their final appearance is
determined by the CSS stylesheet used.

From its day-to-day use, we have found the website update mechanism very
convenient and easy to use. Currently, the content of the website is updated by FORTH. If
the need arises, it would be straightforward for other partners to be involved in adding and
updating website content with only minimal training (if any at all).
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4 Website design

4.1 Grid based design

We wanted the SHARCS website to have a visual layout which is clean-
cut while at the same time is easy to change in order to accommodate
future needs. For this, we chose to have it designed and built using yBootstrap
Twitter Bootstrap. Twitter Bootstrap is a CSS framework that allows the
rapid prototyping of grid based website designs while working equally
well when integrated into a production system.

In grid based designs, the visual blocks that comprise the website (e.g., menus, text
boxes, information boxes, ads etc.) are not placed on arbitrary positions. Instead they are
laid out on predefined rigid positions on a grid. This may sound restrictive but in practice the
resulting design is much more efficient in communicating its contents to the visitor. This is
because placing the visual blocks of the website on a grid results in clear visual paths and
visual structure and balance on the design. Additionally, a grid based design also ensures
consistency between the website pages and are much easier to update in order to
accommodate additional content.

4.2 Browser Compatibility and Web Standards Compliance

The SHARCS website pages have been tested to comply with the HTML LSS
HTML5 standard, using the W3C Markup Validator. The situation
is more complicated with regards to CSS compliance. We have
chosen to use CSS3 for the SHARCS website because it greatly
simplifies the implementation of aesthetic elements such as
rounded element corners, element shadows etc. Without CSS3,
these elements have to be pre-rendered as bitmap images and
then included in the page, which degrades the semantic integrity of the produced HTML
output.

However, the CSS3 standard is currently a work in progress. So, while we have taken every
care for our CSS code, it has been proved impossible to have CSS3 code that both validates
on the W3C CSS Validator and works on all popular browsers. This made us take a more
pragmatic approach and instead strive to have our pages render correctly with the latest
versions of all popular web browsers.
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5 Website hosting

5.1 Software stack

For serving the SHARCS website we use a LAMP software stack:
e Linux as the operating system

¢ Apache as the web server

e MySQL as the database backend

¢ Python for dynamically compiling the web pages

The later components of the stack have been distributed between two servers. The first
server is dedicated to running the MySQL server, while the second runs the Apache web
server and generates the dynamic pages using the python-based Django web framework.

Django itself is a generic web framework that provides an Object-Relational-Mapper
(ORM) that allows accessing objects stored in a relational database (in our case MySQL) as
Python objects. For serving and managing our pages we use Django-cms a Content
Management System built on top of django.

The benefit of the Django/Django-cms combo is that they provide a clear, well
documented Application Programming Interface. They are much more compact than other
solutions which make tweaking and extending them much easier. This could prove useful in
case we need to extend the functionality of the SHARCS website beyond the basics. An
additional benefit of this combo is the existing expertise of the consortium (specifically
FORTH) on building and maintaining Django-cms sites. Finally, we should mention that all the
software components are regularly updated in order to be immune to known (and patched)
security vulnerabilities.

5.2 Hardware and hosting

The SHARCS website is hosted by FORTH on their premises in Heraklion. The hosting server
features two Intel Xeon dual-core CPUs running at 2.66GHz and a total memory of 4GB. It is
connected to the Internet through FORTH’s Gigabit connection to the GRNET backbone. The
server has two high performance SAS disks (10k RPM) arranged as RAID-1 for fault-tolerance.

The server is protected by firewalls in order to minimize the risk from cyber-threats.
As an additional security measure, the database server used by the SHARCS website is
located on a separate host with even more restricted access rules. Both hosts are internally
and externally monitored. Finally, remote backups through the rsync utility are performed
for both on a daily basis.

It is also important that the hosts reside in a protected physical environment. They
are located in one of FORTH’s data-centers. For ensuring optimal operating environment, it
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is fitted with industrial-strength air conditioning with more than 240.000BTUs efficiency. In
power emergencies, it is supported by a UPS power supply and an external power generator
which is engaged automatically on power failure. Additionally, the data-center features an
automatic carbon dioxide fire-extinguishing system.
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6 Social Networks

Currently, SHARCS presence is established in two of the most popular social networks:
Facebook and Twitter.

6.1 Twitter presence

The Twitter profile of SHARCS1 can be seen on Figure 7. It has been also integrated to
the website in the form of the news feed in the right part of our layout.

TWEETS FOLLOWERS =
scure Hardware-Softw: rehitectures for
Saomre B e A 1 4 ﬁ +% Follow

obust Camputing Systems

Tweets Tweets & replies
SHARCS

@ cs_project
@=tarelplo/cel <=+« SHARCS @sharcs_project - Feb 3

Secure Hardware-Software Architectures
for Robust Computing Systems

[£ Tweet to SHARCS

Hello Twitterl Visit us at sharcs-project eu #firstTweet #sharcsproject

1

Figure 7 Twitter profile of SHARCS

6.2 Facebook presence

Facebook is the most popular social network site. It was launched in February 2004.
Facebook is much more complex than Twitter as it works as a social platform that allows
many independently developed applications to run. A page was created for the SHARCS

project on Facebook2 which can be seen on Figure 8.

1 Our Twitter profile can be accessed on https://twitter.com/sharcs project

2 Our Facebook page can be accessed on https://www.facebook.com/sharcsproject
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SHARCS

Community

Timsiling ADout ] Lz Mare ~

» B stmtus | Pnodo/vides 0 Event Mbsstons =
3 Ikes wtaey

Feach 3 new milesione

ﬂ)b” 100 Likes

AEDUT

SHARCS alms &t designing, buliding and
dEMONSTENg Secure-Dy-iesign SySiem archiecures
hart achilaye and-crend Sacury for e usars

epShanCS-orolkect e’ m

Secure Hardware-Software Architectures for

Robust Computing Svstems

Sy M ey ey Arvherremrss b
i s s

Figure 8 Facebook profile of SHARCS
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7 Conclusions

In this document, we discussed the SHARCS website. We provided a description of its
sections and content and outlined the social networking features we have integrated.
Moreover, we showed the process of updating the website through a user-friendly front-end
editor.

Additionally, we provided an overview of the components and the methodology we used to
build the website. We also detailed its software and hardware hosting environment.

Closing, we should cite that at the time of writing of this document the SHARCS website was
already capable to provide the functionality requirements that had been laid out in the
project’s description. However, in addition to the existing commitment to keep the website
running and up to date, the consortium will continue looking throughout the course of the
project for features that could be integrated with it in order to provide an enhanced
experience to the visitors.
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