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Cyber-Physical Systems: Closing the Gap
between Hardware and Software

by Marcel Caria, TU Braunschweig

SHARCS (Secure Hardware-Software Architecture for Robust Computing Systems) is defining new
ways to create more secure and trustworthy ICT systems.

We are currently witnessing a tremen-
dous expansion of computerisation — of
‘smart’ entities and devices — in multiple
new areas, such as health care (smart
medical implants), automotive (smart
cars), urban development (smart cities),
power supply (smart grids), and others.
This development is inevitably leading
society as a whole, and the individuals
within it, to increasingly rely on critical
applications that sense and control sys-
tems in our physical environment. These
‘cyber-physical’ systems (CPS) use a
blend of embedded devices and tradi-
tional computing systems, and a variety
of communication channels. Our
increasing reliance on these systems
necessitates improved security [1].

The SHARCS project [L1] aims to
establish new and secure-by-design CPS
strategies. The intended solutions are
supposed to be platform-agnostic, and
may also be applied to virtualised envi-
ronments, such as clouds and other
(more traditional) ICT systems. The
project started last year with four aca-
demic and three industrial partners:
Foundation for Research and
Technology — Hellas (Greece), Vrije

Universiteit Amsterdam (Netherlands),
Chalmers University of Technology
(Sweden), Technische Universitit
Braunschweig (Germany), Neurasmus
BV (Netherlands), OnApp Limited
(UK), IBM — Science and Technology
LTD (Israel), and Elektrobit
Automotive GmbH (Germany). The
project started in January 2015 and has
a duration of three years with final out-
comes being available in early 2018.

The current approach in security
research (as well as in existing security
solutions) is largely top-down and
demand driven. Security-critical applica-
tions, software components, services or
protocols (whether known to be vulner-
able or not) are protected with piecemeal
security tools and patched on demand.
Attackers often try to bypass strong pro-
tection by redirecting their attacks to
software layers below the seemingly
strong defensive mechanisms.

Regarding these layers as a chain of
software components makes it evident
that a system is as secure as its weakest
link. Thus, for a system to really be
secure, all layers of the software stack

must provide the same level of security.
In other words: applications, compilers,
libraries, drivers, hypervisors, and the
operating system, must all be hardened,
which may still be insufficient, consid-
ering the hardware layer below. We pro-
pose that the hardware itself must be
secured and enabled to provide the
appropriate primitives and capabilities
for all the software layers built on top.

SHARCS aims to address the above
problems by pushing security mecha-
nisms down the system stack, from soft-
ware to hardware, which is not only
known to be much harder to bypass, but
also improves performance, simplicity,
and power usage. The three planned
operational models (see Figure 1) are:
New security functions are ideally
pushed to the hardware level (left hand
side). However, modifying all levels is
not always possible, therefore we pro-
vide two more relaxed models. The one
shown in the middle requires no hard-
ware changes and all features are com-
municated to a commodity processor
(x86 or ARM) using a hypervisor. The
other one (on the right hand side) imple-
ments no features at the CPU, and there

q:‘rm;a-( SHARCS Architecture
SHARCS Commoditi H/W
Apps: Smart Car,

SHARCS H/W-Enabled

Apps: Medical Implant,
Smart Car

SHARCS Libraries

SHARCS-Extended CPU

Clean-Slate Approach

SHARCS Software Onl
Apps: App on Public Cloud,
Legacy Apps

SHARCS Libraries

SHARCS Hypervisor

Hardware Emulation

SHARCS Libraries
SHARCS 0S

y

Software Monitoring

Security

Figure 1: The three planned operational models in SHARCS.
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is also no hypervisor available. To
realise this last model, we link the appli-
cation with SHARCS libraries and add
kernel modules to the OS, which embed
code for reliable and secure monitoring
of applications at run-time.

The implementation of core security
functions in hardware is one of the cen-
tral project goals. Techniques like
Instruction Set Randomization,
Control-Flow Integrity (CFI) [2], and
Dynamic Information Flow Tracking
will be combined and implemented in
hardware, and then supported by the
higher (software) layers of the frame-
work. However, security for legacy
applications must be provided through
security extensions (such as CFI
enforcement), which we plan to develop
as an integral part of our framework.
These extensions should be usable in a
transparent fashion, even with propri-
etary binaries, which will, however,

require network requests and assistance
from the application’s vendor. We thus
expect that not all legacy applications
will benefit from our framework.

We expect the technologies designed
and built in SHARCS to be finally
deployed on a very diverse set of secu-
rity-critical applications. We, therefore,
plan to develop an evaluation method-
ology to assess all security benefits of
our framework that have direct security
gains in each application domain. This
benchmark will also take into account
the resource requirements of the exam-
ined security features, as well as their
typical performance and energy over-
heads. We consider a security frame-
work’s platform independence as vital
for its broad employment, which is why
we aim to demonstrate SHARCS’ uni-
versal applicability through the deploy-
ment in three real-world use cases: i) a
secure, implantable neuromodulator for

automatic seizure prevention, ii) secure
application execution in an untrusted
public cloud environment, and iii) a
secure Electronic Control Unit for auto-
motive applications.

Link: [L1] http://sharcs-project.eu
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